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The Future Naval Operating Environment

Ukraine 2022

* Thefirst “digital war”

* Mostobservers have focused
on the effectiveness of UxS

* Butthe software that glues
them together is more
important than the UxS
themselves...

Red Sea 2024
Houthi OODA loop is sometimes faster
than U.S. Navy (software cycle times
faster than hardware)*
AEGIS capability updates are a
glimpse at the future
CENTCOM adapted quickly by
establishing Chief Technology Officer

Taiwan 2027 (?)

PLA “civil-military fusion” = rapid
integration of commercial tech
Estimated $70B spending on Al
7M software devs vs 4.4M U.S.
PLA Support Force (SSF) 200k
strong and charged with rapidly
integrating emerging digital tech
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China’ Authoritarian Al Future

+ Global Authoritarian Number of Al Equipment Contracts Awarded by PLA Service Branches,
April-November 2020

Agenda
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+ “Intelligentization”
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Source: CSET corpus of PLA procurement activity (188 contracts awarded by service branches).

= Eroding US Navy Advantage at Sea!
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Lethality

. How might Al enable us to outthink our adversaries’ kill chain?

. Maintenance

Where can Al help deliver an 80% combat surge ready fleet?

’

Administration

o What Al tools will enhance our Sailors’ on the deck plates?

The Surface Navy should not expect new warships, sensors, or hardware to arrive at scale before

a potential high-end fight in 2027. Accordingly, we will prioritize digital capabilities such as $ 1 1 3 B $ 1 8 B
® [

software, networks, compute, and artificial intelligence to maintain a competitive edge against
FY25 DoNIT FY25 DoD Al

Budget Request Budget Request

our adversaries.

— Laying the Digital Keel 2027 (Draft Strategy Document)




Lethality

Our primary Al use case is targeted at the impact the kill chain.
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MH-60R

Sensors (various)

oo

> 150 Terabytes (TB)
per warship...

every day...
EOSS = more than any DoD platform

SLQ-32

v

What are we doing with it?
SPY-1D %

A\ 4

SQQ-89




Warfighting Data and Al Ecosystem

1. Data Extract

Sensor Data is automatically
extracted in common formats,
and stored locally

4. Data Processing

end use case) and to train Al models that

2. Data Transport

Sensor data is sent over the air
via satellite communications or
pier-side fiber connection

3. Data Storage Ashore

Sensor data is stored in a commercial or
government secure cloud environment

Sensor data is sent for post-mission analysis (low

enhance sensor performance (high end use case)

5. Sensor Updates

Sensors on all warships are
updated over-the-air with the latest
algorithms based on exploited
adversary data
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Al is being applied for maintenance and administrative tasks onboard warships.
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Afloat Digital Quality of Service

B
x .1 o

A new generation of
Sailors want a new digital
work experience.

Fle Ek Pint ow Heb

g D But, there is a disconnect
between the software,
e networks, and computers

our Sailors use afloatand
| ashore, and what they use
T e | at home /on their phones.

Create Folder Create Fitkep

NAVFIT98 (from 1998...)
SURFOR taking a survey-
based data-driven
approach to collect
Sailors’ feedback on afloat
digital systems and
providing divestment
recommendations to DoN
ClQO’s Cattle Drive.

DoN CTO Divestment Memo (back)
TF HOPPER Afloat Digital QoS Info Paper

Project OpenShip: Al for Watchstanders and USVs

DDG operating with unmanned Sailordrone

Uniformed Navy software developers in action

OpenAl “Whisper” Architecture

Human watchstanders and
future unmanned
platforms need to

communicate via bridge-

to-bridge (and other)
communications circuits.
Al can help.

OpenShip is government
owned code developed by
a team of uniformed TF
HOPPER and civilian
NSWC Coronadata
scientists.

OpenShipis based on
OpenAl’s “Whisper” model:
a best-in-class commercial

automatic speech to text
(ASR) transcription /
translation software

Gen Al for Maintenance

“SPY GPT” is a generative
Al large language model-
based chat software
“trained” on AEGIS tech
pubs in partnership with
industry and PEO IWS for
<$1M

If a Sailor encounters an
AEGIS maintenance
challenge, they can “ask”
SPY GPT howto correct
the casualty, thereby
increasing readiness and
self sufficiency.

\\
N\

'///I)ll my

The Sailoris provided
with step-by-step
instructions, with each
step citing an
authoritative
maintenance
publication.

*Images are Al generated
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Surface Navy Software Factory

FY2023
NATIONAL DEFENSE
AUTHORIZATION ACT

“Given the competitive labor market,
particularly forthose possessing technical
skills, the military services must leverage
the existing Active Force by re-training
service members who are interested in
transitioning to these specialties.”

FY2022
NATIONAL DEFENSE
AUTHORIZATION ACT

“DoD shall... develop software
competence in [servicemembers with]
significant technical skill sets and
experience but who lack formal
education, training, or a tech-focused
MOS.”

DEPUTY SECRETARY OF DEFENSE
KATHLEEN HICKS REMARKS AT
SXSW, MARCH 2022

“The DoD Software Modernization
Strategy [enables us] to deliver software at
the speed ofrelevance... Thatincludes
establishing a department-wide software
factory ecosystem”

DoD SOFTWARE MODERNIZATION I
IMPLEMENTATION PLAN

APRIL 2023 I
“DoD Components mustbe able to
deploy joint applications and systems I
to thetactical edge...to enable the

warfighter with faster decision-
making capabilities”

DEFENSE INNOVATION BOARD
SOFTWARE ACQUISITION AND
PRACTICES STUDY
MAY 2019

“Create new paths for digital talent
(especially internal talent) by
establishing software develo pment
as a high-visibility, high-priority
career track...”

NATIONAL SECURITY COMMISSION
ON ARTIFIGIAL INTELLIGENCE FINAL
REPORT

MARCH 2021

“The military services should create
career fields in software
development... [and] integrate
forward-deployed development
teams with operational units...”

CLOUD
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USMC: Army: *Air Force Software Factory Ecosystem:
|0C 2023 10C 2021 |OC 2018

Return on Investment: The USAF Kessel Run Story

Air Force cancels Air Operations Center
10.2 contract, starts new pathfinder effort

Valerie Insinna [

ESSEIRUN

$745M to Northrup Grumman
over 10 years

$5M “Jigsaw” app by airmen $170M annual budget and
delivered in 5 months dozens of apps yearly
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Navy Al Team of Teams

The U.S. Navy has organized around Al in a cross-functional manner.



How has the Navy organized around Al? \/"‘

Navy Al Task Forces poNCIo

USN Al Task Forces Role

Unique to Navy warfare enterprise, USN Al Task Forces
are Al enablers, tasked with:

SUBFOR

TF TURING e Setting Al priorities to help guide investment in Al

initiatives

SPECWAR AIRFOR  Ensuring Al resources are allocated to support

TF PROTEUS TFELLYSON priority Al investments across their respective warfare
areas

* Raising Al competency in their respective warfare
area

{2

IFOR
TF HYPO

* Coordinating with the warfighting communityin

TFTITAN . .
their respective warfare area

Al Task Forces are comprised of Fleet,
Resource Sponsor, Acquisitions, and Science &
Technology representatives.

SURFOR
TF HOPPER
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Task Force Hopper Evolution

Initial Charter 30 Dec 2021 MOA Charter Update 08 Nov 2023 Fleet + Acquisitions +
Resource Sponsor MOA

sroon DEPARTMENT OF THE NAVY

FY21-24 - FY25 b
|
3 | ®
B | s
‘ E’Ir \ | TN
TFHOPPER will... identify Surface Force software, Al, and digital ) o - o E
infrastructure gaps; and make recommendations via a formalized o T
process to resource sponsors forinvestment via the Program L
Objective Memorandum... HOPPER shall serve as the End-User
Hopper will write the SWE’s AlI/ML and data governance Representative... to acquisition entities exercising the Software This construct uniquely brings together
and implementation plans, make recommendations to Acquisition Pathway (DoDI 5000.87), thereby affording the Fleet and acquisition personnelinto a
modernize the SWE’s digital infrastructure, and oversee the Commander a direct avenue to influence the development of single team focused on delivering
development and deployment of AlI/ML capabilities. software, Al, and data infrastructure... Al/ML capability....
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How?
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In 2015, then-Secretary of Defense Ash Carter established Defense Innovation Unit (DIU) to address a changing
technology landscape. Today, DIU has awarded over $5.5B in contracts to “new defense” firms.

$70.5B

Top Tech
Companies
Outspend
Primes 11x
in R&D

Facebook
Alphabet
Microsoft
Amazon
Apple

>

Lockheed Martin
Raytheon
Northrop Grumman
General Dynamics
Boeing

The “change” Carter responded to is the post-Cold War
shift away from government-funded R&D driving tech
innovation, to a new generation of software firms.

29 January 2025
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DOD Spending By Component

(Not including SpaceX)

U.S. Special Operations

Command (USSOCOM)
12%

Washington Headquarters
Services (WHS)
3%

Other
2%

|— Department of the Navy
b%

Defense Logistics Agency

1% Department of the Navy

Defense Advanced Research ‘i'ﬂ

Projects Agency (DARPA)
3%

Office of the Secretary of
Defense
%

Department of the Army
31%

Department of the Air Force
37%

SECURE I

The Navy spends less on tech produced by new entrants in the defense

industrial base than other DoD components.

- SVDG NATSEC100 Report

DECIDE
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